RHDH 1.4 with Conditional Policy Permission

Red Hat Developer Hub (RHDH) 1.4 introduces GUI for permission management

Supports conditional policy for fine-grained access control

Current implementation has some bugs that require workarounds

This presentation demonstrates how it works and provides solutions



Overview

1. Install RHSSO/Keycloak as OAuth2 provider
2. Configure users and groups in Keycloak

3. Install RHDH 1.4

4. Configure RHDH with Keycloak integration
5. Set up conditional policies

6. Test with different user permissions



Install RHSSO/Keycloak

RedHat
OpenShift

© e adminv

Project: All Projects v
0 Administrator

OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through Red Hat Marketplace [ You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After
Operators installation, the Operator capabilties will appear in the D g providing a self-service experience.

veloper Cata

OperatorHub

| Alttems Allltems
Installed Operators Al/Machine Learning i
Q keycloa x 6Gitems
Application Runtime
Workloads BigDita
B Cloud Provider
u C ty Marketp, & Red Hat c

Database @%@\ oy H At 5 ommimnity, ‘ e ommunity

Deployments
Developer Tools

A EDP Keycloak Operator Entando Operator Keycloak Operator Keycloak Operator Keycloak Permissions

eploymentConfigs Development Taols
provided by EPAM Delivery provided by Entando, Inc provided by Red Hat provided by Red Hat Operator
StatefulSe Drivers and plugins Platform provided by New England Research
y Cloud
Integration & Delivery Processes An Operator for installing and An Operator for installing and
Loaging & Tracing An Operator for managing EntandoKeycloakServer, managing Keycloak managing Keycloak
nfigMaps. - Keycloak EntandoApp and EntandoPlugin, Managing Keycloak resources,

Maodernization & Migration scopes, policies, and permissions
Monitoring for fine-grained resource.

CronJobs

Networking

duim OpenShift Optional

DaemonSets Security A A Certified

Storage
Streaming & Messaging Keysight Keycloak Operator
provided by Keysight
Other
HorizontalPodAutoscalers
Keysight Keycloak Operator
Source

PodDisruptionBudgets
[ Red Hat (1)
Networking O Certified (1)

Deploy PostgreSQL database for Keycloak

Configure TLS for secure access

Deploy Keycloak using Kubernetes operator



Keycloak Configuration - Key Steps

# Create PVC for PostgreSQL
oc create -f keycloak-db-pvc.yaml -n demo-keycloak

# Deploy PostgreSQL database
oc create -f keycloak-db.yaml -n demo-keycloak

# Create TLS certificate
openssl req -subj "/CN=$RHSSO_HOST/0=Test Keycloak./C=US" \
-newkey rsa:2048 -nodes -keyout key.pem -x509 -days 365 -out certificate.pem

# Create Keycloak instance
oc create -f keycloak.yaml -n demo-keycloak



Keycloak Realm Setup

1. Create a realm named RHDH
2. Create test users (e.g., demo-user )
3. Set non-expiring passwords

4. Create client for RHDH integration

Create realm
A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms are isolated from one another and can only mar




Keycloak Client Configuration

Set client ID (e.g., rhdh-client )

Configure redirect URL: https://<RHDH_URL>/api/auth/oidc/handler/frame

Set access type to confidential
e Enable service accounts

e Copy client secret for RHDH configuration
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Install RHDH 1.4

e Create a new namespace for RHDH

e Install using Helm chart (alternative: operator)

oC new-project demo-rhdh
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Configure RHDH - Preparation

1. Create service account for Kubernetes access
2. Create PVC for RHDH plugins

3. Generate service account token

4. Set up environment variables

# Create service account with appropriate permissions
oc create -f sa-rhdh.yaml -n $NAMESPACES

# Create PVC for plugins
oc apply -f pvc-rhdh.yaml -n $NAMESPACES

# Generate long-lived token
SA_TOKEN="oc create token backstage-read-only-sa --duration=876000h -n $NAMESPACES"



RHDH Configuration - App Config

Key configuration elements:

o Authentication providers (Keycloak OIDC)
e Catalog sources

e Kubernetes integration

e Permission settings

auth:
environment: development
providers:
oidc:
development:

clientId: ${AUTH_KEYCLOAK CLIENT_ID}
clientSecret: ${AUTH_KEYCLOAK_CLIENT_SECRET}

metadataUrl: ${KEYCLOAK BASE_URL}/realms/${KEYCLOAK_REALM}/.well-known/openid-configuration
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RHDH Configuration - Permissions

Enable RBAC and plugin permissions:

permission:
enabled: true
rbac:
admin:
users:
- name: user:default/static-demo-admin
pluginswWithPermission:
- catalog
- scaffolder
- permission
- topology
- kubernetes



RHDH Configuration - Keycloak Integration

Configure Keycloak as identity provider:

catalog:
providers:
keycloakOrg:
default:

baseUrl: ${KEYCLOAK_BASE_URL}

loginRealm: ${KEYCLOAK_REALM}

realm: ${KEYCLOAK_REALM}

clientId: ${AUTH_KEYCLOAK_CLIENT_ID}

clientSecret: ${AUTH_KEYCLOAK_ CLIENT_SECRET}

schedule:
frequency: { minutes: 1 }
timeout: { minutes: 1 }
initialDelay: { seconds: 15 }
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Helm Configuration

Update Helm chart with:

e Extra app configuration
e Environment variables from secrets

e Dynamic plugins

upstream:
backstage:
extraAppConfig:
- configMapRef: app-config-rhdh
filename: app-config-rhdh.yaml
extraEnvVarsSecrets:
- wzh-rhdh-credentials
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User and Group Requirements

Important Workaround: RHDH 1.4 has bugs where conditional policy doesn't work if users don't belong to groups.

Solution:

e Create multiple test users
e Assign users to appropriate groups

o Test with different permission scenarios
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Login Options

After configuration, RHDH provides multiple login options:

e Guest login (for admin/troubleshooting)

e OIDC login (normal user access)

© © Not secure

WZH Developer Hub

kttps://redhat-developer-hub-demo-rhdh.apps.demo-01-rhsys.wzhlab.top/rbac

Select a sign-in method

Guest OIDC

Enter as a Guest User. Sign in using OIDC
You will not have a verified identity, meaning

some features might be unavailable.

Enter Sign In

/ /
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Conditional Policy -
Built-in Policies

RHDH comes with built-in policies that cannot be
edited:
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Creating Custom
Policies

Custom policies include:

e Name and description

RBAC / role:default/kc.user03
role:default/kc.userO3
verview

e User/group assignments
e Permission settings

e Conditional rules

Users and groups (1user) = Filt X s 7 Permission Policies (1) = Filt

Permission Policies

catalog-entity




Permission Configuration

Configure which resources users can access:
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Conditional Rules

Define conditions for resource access:

Configure access for the catalog-entity

By default, the selected resource type will be visible to the chosen users in step two. If you want to restrict or grant permission to specific
plugin resource type rule, select it and add the required parameters.

Condition AllOf AnyOf Not
Rule * kinds *
IS_ENTITY_KIND v template

List of kinds to match at least o

Save Cancel Remove all
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Permission Workflow
Diagram

RHDH conditional permission workflow:

e User Authentication: Verifies user identity
and group membership

e Permission Policy Engine: Evaluates user's
operation request

e Condition Assessment: Checks if target
resources meet defined conditions

e Access Control: Access granted only when
all conditions are satisfied
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Authentication
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Policy E‘
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— Rewr/
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Service Account Setup

A Keycloak Service Account is essential for
RHDH to interact with Keycloak:

e Configure a dedicated client in Keycloak with
service account capability

e Enable "Service Account Enabled" option in
client settings

e Assign appropriate client roles to access
user and group information

e Configure client authentication with client ID
and secret credentials

Role Assignmen

—>|] query-groups
Client Configuration

Client Settings '—bl Enable Service Accoun '—bl Service Account Roles '—bl Add Required Rolet

view-users
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RHDH Configuration
Process

1. Set up environment variables - Define all necessary parameters for
your RHDH deployment including cluster details, authentication
credentials, and service endpoints

2. Create Kubernetes secrets - Store sensitive information securely
using Kubernetes secrets

3. Configure app-config YAML - Define the core RHDH configuration
including:

o

Authentication settings

o

Plugin enablement

o

Catalog sources

o

Permission settings

4. Apply Helm chart configuration - Complete the setup by:

o

Referencing your custom ConfigMaps

o

Configuring dynamic plugins

o

Setting environment variables from secrets

o

Applying any additional runtime parameters

5. Deploy and test - Deploy the updated configuration and verify
functionality

Install RHDF

A 4
Create Service Account

A 4
Generate SA Toker

A 4
Create ConfigMar

Authentication Setup

A 4
Configure App Config
Configure OIDC Configure Keycloak Integration Enable Permission:

Helm Configuration v

Update Helm Values

— o N

Add Extra App Config Add Environment Variables Enable Dynamic Plugins
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Create Policy

Conditional Policy
WO r kfl OW Define Policy Name/Description

1. Policy Creation - Administrators define
policies with specific conditions

Assign Users/Group:

2. User Authentication - Users log in through
configured identity providers

Permisgjon Scop:

Set Permission Scop:

3. Permission Evaluation - The system

evaluates user permissions based on their
Condition Definition

identity and group memberships
Define Conditions Select Plugin

4. Conditional Filtering - Resources are

filtered according to policy conditions . 4 4

Select Resource Attribute Select Resource Typ

5. Resource Access - Users can only access

resources permitted by policies that match ! !

their context Define Matching Rule Select Actions

Set Attribute Value




Results

e Users see only resources they have permission to access

e Permissions can be based on:
o User identity

o Group membership
o Resource attributes

o Custom conditions
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Summary

RHDH 1.4 provides GUI-based permission management

Keycloak integration enables robust identity management

Conditional policies allow fine-grained access control

Current bugs require workarounds (users must belong to groups)

Proper configuration enables role-based access to developer resources
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Thank You!

Questions?
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